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Brussels, xx December 2018
Draft Comments on Smart Grids Task Force EG2 Recommendations for the Implementation of a Network Code on Cybersecurity 
Digital technologies are developing at very high speed in sensors, communication, big data, artificial intelligence, IoT etc., and all these developments impact the energy system and the EU economy as a whole. 

As to the energy sector, several applications and pilots are under deployment at all levels, in generation plants, in distribution grids and at end use and smart energy systems; and they are progressively becoming realities.

Digital technologies help to manage the increased complexity of this system, 

· through more automation and control to better manage processes, 

· through more use of software and data analytics (“big data”) to increase overall efficiencies and system stability, or 

· at the energy retail level through empowering consumers so that they can be efficient, manage their own energy consumption and optimise their overall carbon and environmental performance. With the proper electricity market design in place, consumers would then be rewarded for the flexibility that they provide to the energy system and have the right and tools to self-produce and self-consume, to store, trade, sell, aggregate (including at district level) and participate in demand-response programs. 

“Digitalised energy systems in the future may be able to identify who needs energy and deliver it at the right time, in the right place and at the lowest cost“, as the International Energy Agency (IEA) mentions in its 2017 publication “Digitalization and Energy”. Digitisation will thus be a key enabler of the energy system transition in allowing new services and in decreasing costs.

With it comes the need to address the issue of cybersecurity to ensure trust and acceptance in the system. Therefore, Orgalime, the European Technology Industries, welcomes the work of the SGTF EG2 to prepare ground for a Network Code on cybersecurity for the electricity sector to implement the Clean Energy Package: 

We support the holistic risk-based approach which considers cybersecurity aspects of suppliers, integrators and operators along the whole life-cycle. 
The experts identified four key areas for the Network Code which we support:

· European Energy Cybersecurity Maturity Framework

· Supply Chain Management
· Early Warning System for Cyber Threats
· Cross-Border and Cross-Organisational Risk Management

For manufacturers, the topic of supply chain management is particularly important. It is necessary that technology neutrality is considered as a priority for the Network Code on cybersecurity. 

It is essential to maintain consistency of legislation, including with a recently adopted EU Cybersecurity Act. It opted for a risk based approach which we support and for minimum requirements with proper stakeholder involvement. During the implementation of the EU Cybersecurity Act all the existing tools should be used, including the Common Criteria and the New Legislative Framework (NLF). In this respect, we support SGTF EG2 recommendation to use it to support a harmonization of requirements across business domains on a basic level.
In addition, the consistency with relevant harmonised standards is equally important. 
Further, it is necessary to have sufficient flexibility to accommodate new elements of the Clean Energy Package Market Design proposals which are to be finalised.
It is important to have a continuous and structured dialogue with stakeholders, including technology manufacturers throughout the implementation of the Clean Energy Package, Network Code on cybersecurity and EU Cybersecurity Act.
Below we provide our specific comments on the recommendations of SGTF EG2:

To be completed (see Annex I-V)
· Comments on Recommended Structure for the Network Code on cybersecurity (Annex I)

· Comments on Recommendations for building blocks Conformance to ISOIEC 27001 and Minimum Security Requirements (Annex II)

· Comments on Recommendations for a Cyber Risk Management of Cross-Border and Cross-Organizational Risks (Annex III)

· Comments on Recommendations for the building blocks of Advanced Cybersecurity for Operators of Essential Services (Annex IV)

· Comments on Recommendations on Supportive Elements for the Network Code on Cybersecurity (Annex V): 

SGTF EG2 recommends that ENTSO-E and EU-DSO provides guidance in the areas of crisis management and supply chain security – comments on that.
We are committed to play our role as long as it is acknowledged that cybersecurity is an issue of continuous update, monitoring and maintenance in the energy system.
Orgalime, the European Technology Industries, speaks for 42 trade federations representing the mechanical, electrical, electronic, metalworking & metal articles industries of 23 European countries. The industry employs around 11 million people in the EU and in 2017 accounted for over €2000 billion of output. The industry represents over a quarter of the output of manufactured products and over a third of the manufactured exports of the European Union.
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